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Blockchain and Healthcare Systems: Integration of
Blockchain in Healthcare Informatics-An Updated Review
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Abstract:

Background: Healthcare systems face major challenges with data security, management costs, and
inefficient information sharing across diverse stakeholders. Traditional healthcare information systems
struggle to address these issues, especially concerning privacy and trust. Blockchain technology, with its
decentralized, immutable, and secure nature, presents a promising solution to these challenges by
improving data integrity and transparency.

Aim: This review aims to examine the integration of blockchain technology into healthcare informatics,
exploring its potential to enhance data security, streamline data sharing, and improve the overall
management of healthcare information.

Methods: The review synthesizes existing literature on blockchain's applications in healthcare. It evaluates
various blockchain models, such as private, public, and consortium blockchains, and their specific uses in
patient data management, medical record sharing, and cost management. Additionally, the review assesses
the scalability and security of blockchain-based systems in healthcare contexts.

Results: The study identifies blockchain as a transformative tool that can address existing challenges in
healthcare systems, such as data breaches, inefficiencies, and privacy concerns. Blockchain-based systems
are found to enhance trust between healthcare providers and patients, ensuring secure and transparent
sharing of health data. The use of consensus algorithms and Distributed Data Storage Systems (DDSS)
further improves data management.
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Conclusion: Blockchain technology has significant potential to disrupt healthcare systems by providing a
decentralized and secure infrastructure for electronic health records (EHR). It can also address key issues
such as privacy, security, and inefficiencies, ultimately leading to more effective and transparent healthcare
management.

Keywords: Blockchain, healthcare informatics, data security, electronic health records, patient data
management, decentralized systems.
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Introduction:

One of the biggest problems facing modern healthcare systems is high maintenance and
management costs [1]. Doctors, researchers, practitioners, support staff, management staff, and patients
are only a few of the many domains that make up the extremely complex healthcare system [2]. As a result,
managing and organizing patient data becomes extremely difficult [3,4]. The diverse workflows and
heterogeneous data formats found in several healthcare domains exacerbate this challenge. Therefore, a
significant barrier is the ineffective sharing of healthcare-related data among these different domains [5].
A system must be created, run, and maintained to handle the interchange and administration of health
information. Despite the fact that third-party organizations usually create and manage traditional PHR and
EHR systems, trust, privacy, and data security concerns remain major worries [6]. However, because of
ongoing privacy and data security issues, these third-party-based solutions fall short of stakeholders'
expectations about privacy [7], which results in a lack of transparency in the conventional electronic
healthcare model.

Blockchain technology offers interesting solutions to these security issues as well as the
challenging problem of handling large amounts of heterogeneous data in healthcare systems [8]. Blockchain
is a digital ledger, peer-to-peer network, and decentralized, distributed database [9]. It enables the safe
transfer of data between people by connecting numerous computers via nodes and does not require
transactions to generate new blocks. All approved and verifiable medical data is accessible to clients thanks
to blockchain technology, which is supported by cryptography. The master key of a blockchain is a hash,
which employs the hash function to generate unique identifiers for cryptocurrencies and add data. Anyone
can select transactions and add a new chain to the block. Stakeholders are reluctant to work together and
share health information since traditional PHR and EHR-based systems have not been able to adequately
handle privacy and security concerns. As a result, both patients and healthcare providers are now burdened
by the growing expenditures of healthcare. Researchers and governments are increasingly using blockchain
technology to address these trust-related problems. By improving management systems and creating a
decentralized foundation for the sharing of electronic health information, blockchain is expected to
drastically disrupt the healthcare system, according to IBM and several top healthcare organizations [10].
The market for blockchain technology is anticipated to grow to a value of over USD 500 million by 2022
[11]. The use of blockchain in healthcare has been the subject of many studies, but the body of current
research does not offer a thorough grasp of how it might be applied in different contexts. Thus, a thorough
investigation of the possible uses of blockchain technology in the healthcare industry is unquestionably
necessary. These days, a lot of servers are being created to provide services to customers using mobile
devices. With mobile devices and a plethora of applications, it is possible to generate and send a significant
amount of medical data every day or every week in today's digital environment. Cost limits, operational
inefficiencies, the need for standardization, and individual behavioral restraints in service delivery are just
a few of the challenges that the existing healthcare system may be able to overcome [12].

However, healthcare providers frequently do not take full advantage of the most recent
technological developments in the supply chain. For example, new strategies for gathering and allocating
medical supplies are frequently not carried out successfully. Indeed, according to a Healthcare Finance
research, needless supply chain operations and administration cost close to USD 25.7 billion a year [13]. To
overcome these constraints and satisfy the rising demand for better healthcare, considerable work is
required to develop a more intelligent healthcare system. The design and development issues associated
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with smart devices, tools, improved facilities, and modernized healthcare organizations could be the main
focus of this system. Additionally, it might encourage the creation of intelligent healthcare solutions that
make use of biosensors, customer-connected apps, and state-of-the-art emergency services [14]. To
improve healthcare services, it is crucial to discover consensus algorithms that are currently in use across
different blockchain networks and ascertain which are compatible with Internet of Things (IoT)-based
infrastructures in order to create a more effective network [15]. Additionally, using Distributed Data Storage
Systems (DDSS), a quicker data-sharing method, will help with the issue of huge data storage in blockchain
[16]. This system tracks several documents with the same name that are kept in the same place by using
file translation and data caching. In order to access the complete file using Distributed Hash Tables (DHT),
a large file uploaded to DDSS is split up into smaller data objects, like 256 kb files, then linked together into
an empty object [17]. With the use of some sensors, users' data can be automatically collected and sent to
cloud systems or designated storage for additional analysis by medical staff, doctors, and nurses [18]. There
are strict penalties for non-compliance with the rules and regulations that have been established to protect
patient privacy. These requirements require strong security management for the control, sharing, and
exchange of health data in electronic healthcare systems (EHRs) [19]. Nearly 70% of healthcare executives
believe blockchain will have a big impact on the healthcare industry, especially in areas like clinical trials,
regulatory compliance, and the development of a decentralized framework for the exchange of electronic
health records (EHR), according to an IBM report [20].

Blockchain-based healthcare systems are quickly gaining traction in both real-world applications
and research fields because of their improved data security and economic management. The amount of
research on blockchain-based healthcare systems has grown rapidly during the last ten years. Nonetheless,
there is a noticeable lack of thorough data gathering and representation of earlier studies in this field.
Review articles that already exist usually provide succinct overviews of current advancements and highlight
the benefits and drawbacks of different approaches put forth by scholars. These reviews, however, do not
offer a thorough analysis of the various aspects of blockchain in healthcare systems, including the research
topics being investigated, the particular healthcare domains where blockchain is most frequently used, the
applications of blockchain in different fields, and the current blockchain-based healthcare systems. By
offering a thorough review of the body of existing literature, pointing out possible blockchain applications
in a variety of healthcare specialties, and discussing potential future research avenues, obstacles, and
opportunities in the blockchain-based healthcare industry, this study aims to close these gaps. Presenting
a thorough analysis of the body of existing literature is the study's ultimate contribution, which will help to
consolidate the body of knowledge on the use of blockchain in healthcare.

Background Study of Blockchain
What Is Blockchain?

Blockchain represents a decentralized and immutable data structure designed to streamline the
tracking of assets and recording of transactions across a network. It is composed of an expanding series of
blocks, each securely linked to one another through cryptographic methods. These blocks contain
transaction data, timestamps, and a cryptographic hash that refers to the preceding block, ensuring the
continuity and integrity of the entire chain. The timestamp provides evidence of the data’s existence at the
moment the block was created. The blocks form a sequential chain, as each block holds information about
its predecessor, which ensures interconnection. Consequently, once a transaction is recorded, it becomes
irreversible, as altering any block would necessitate changing all subsequent blocks, thus rendering
blockchain transactions tamper-proof.

Key Features

A central attribute of blockchain technology is decentralization. There is no single governing body
that controls the blockchain, but rather, each entry is validated and recorded by participants in a peer-to-
peer network through various consensus protocols, as further explained in Section 2.1.4. The security of
data is a critical aspect of blockchain transactions, as information is transferred directly between parties
without the need for intermediaries, thereby minimizing the risk of data breaches or modifications. Another
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significant feature is persistence; once data is entered into the blockchain, it becomes immutable and
cannot be deleted, as it is recorded on a distributed ledger that spans multiple nodes [21]. Additionally,
blockchain provides a degree of pseudonymity, where users’ identities may be obscured, which is a common
feature across various blockchain implementations. Figure 1 provides a visual representation of the
primary features of blockchain technology. Blockchain’s design facilitates auditability and traceability by
linking each new block to the preceding one, forming a chain structure. This linkage is verified through the
creation of a Merkle tree, where each leaf value represents a transaction, and the root of the tree serves as
the ultimate verification point. This structure allows the blockchain to maintain the integrity of the data
and ensures that only the root of the tree is necessary for verification, as illustrated in Figure 2.

Different Kinds of Blockchain

There are three main types of blockchain: private, public, and consortium [21]. Each type varies in
terms of who can write, read, and access the data stored on the blockchain. A public blockchain allows
anyone to view the data, participate in transactions, or even modify the original software. Public
blockchains have gained popularity, especially in the context of cryptocurrencies such as Bitcoin [23] and
Ethereum [24]. In contrast, a consortium blockchain is accessible only to a predefined group of participants,
while a private blockchain is a closed system where access is restricted to a central authority, preventing
external entities from interacting with the network. However, there is no universally accepted definition or
classification system for blockchain types [25].

Figure 1: Key Features of Blockchain Technology.
The data below outlines the distinctions between the three blockchain types:

e Private Blockchain: Characterized by high efficiency, consensus determined by a single
organization, and centralized control. Data on private blockchains can be tampered with, and
participation is restricted.

e Consortium Blockchain: Features high efficiency and consensus determination by a selected
group of nodes. It operates with partial centralization and may be subject to tampering, though to
a lesser degree than private blockchains.

e PublicBlockchain: Has low efficiency, with consensus achieved by all miners, and is decentralized.
The data within public blockchains are publicly accessible, and tampering is highly improbable.
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Figure 2: Blockchain Structure.
Difference between Blockchain in Healthcare and General Sectors

Since its inception with Bitcoin, blockchain technology has primarily been utilized for financial
transactions. Over the last decade, numerous cryptocurrencies, including Ethereum, Tether, BNB, and
Dogecoin, have been developed, taking advantage of blockchain’s decentralized, secure, and immutable
nature, making it an ideal solution for large-scale financial activities such as lending and insurance. In
contrast, the key application of blockchain in healthcare revolves around the management of patient data,
ensuring secure and protected information exchange. Blockchain in the healthcare sector is not limited to
monetary transactions but extends to safeguarding personal data and facilitating secure medical record
sharing. Blockchain’s applications have significantly evolved in recent years. Initially designed for
cryptocurrencies, blockchain is now being employed in various sectors such as voting, where its tamper-
resistant features ensure integrity. The use of smart contracts enforces accountability and guarantees the
consistency of agreements among parties. Furthermore, blockchain has been leveraged to address the
security concerns of Internet of Things (I0T) systems by providing secure communication and data storage
solutions. The potential applications of blockchain are virtually limitless, constrained only by the creativity
of its users. In this study, while the primary focus is the impact of blockchain in healthcare, the technology’s
broader applicability across sectors is noteworthy. The healthcare sector utilizes all the functionalities
offered by blockchain, including secure monetary transactions, personal data protection, logistics, and
overall data security.

Existing Blockchains

There are now several established blockchain frameworks and platforms that facilitate the
development of decentralized applications. Prominent examples include Hyperledger [26] and Ethereum
[24], both of which provide developers with the tools to build new applications upon existing blockchain
infrastructures and create custom test networks based on their protocols.

Mechanisms for Consensus

Data entries within a blockchain network are accepted through distributed ledgers and data entry
protocols that rely on distributed consent mechanisms. Three of the most commonly employed consensus
protocols. The proof-of-work (PoW) consensus protocol is integrally linked to Bitcoin, making it a central
component of blockchain technology. In PoW, miners engage in competition to solve a computationally
intensive puzzle. They use brute force methods to find a hash for the proposed block that meets a predefined
value. Miners who successfully compute the hash and validate a transaction within the block are rewarded.
However, the major drawback of the PoW protocol is its substantial energy consumption, particularly when
applied to large-scale blockchains [27].

On the other hand, the proof-of-stake (PoS) protocol operates by selecting a node based on its stake
in the blockchain. In PoS, stakes represent the portion of cryptocurrency held by a participant. This model

https://reviewofconphil.com 3956



has been criticized for disproportionately benefiting wealthier nodes. To mitigate this, several variations of
PoS have been proposed, incorporating randomization to select the authorized node. Ethereum, for
example, is transitioning from a PoW to a PoS protocol [21]. The practical tolerance of the Byzantine defect
is addressed through the Byzantine Convention [28]. In the case of practical Byzantine fault tolerance
(PBFT), the network of nodes must be predetermined, which limits its applicability to universal
blockchains. PBFT is divided into three categories: committed, pre-prepared, and prepared. Transitioning
between these stages requires a consensus of (2/3) of the nodes. Currently, PBFT is implemented in
Hyperledger Fabric [29]. When comparing the three protocols, it is evident that PBFT employs authorized
nodes, PoS relies on accessible nodes, and PoW also uses accessible nodes. In terms of adversarial tolerance,
PBFT can withstand up to 33.3% faulty replicas, PoS can tolerate stakes less than 51%, and PoW can
withstand up to 25% of computational power being controlled by adversaries. Energy expenditure in these
protocols varies, with PoW consuming the highest energy, followed by PoS, and PBFT requiring the least.
Notable implementations of these protocols include Hyperledger Fabric for PBFT, Peercoin for PoS, and
Bitcoin for PoW [29][21][23].

Smart Contracts

Ethereum, a prominent blockchain infrastructure, offers a noteworthy feature: the support of
smart contracts [24]. These contracts are self-executing, with the terms of the agreement encoded in
predefined source code. Cryptographic contracts eliminate the need for intermediaries, streamlining
processes by directly activating functions within the blockchain. This feature is increasingly used across
various domains, particularly in healthcare, where it facilitates secure and automated operations [24].

Blockchain Potential in Healthcare

The healthcare sector faces challenges involving staff-intensive environments and the need for
secure data access from diverse sources. The data generated within healthcare systems must be accurately
edited and processed to maintain trust across all operational sectors. These operations encompass a variety
of activities, including health problem-solving, knowledge-based care, clinical decision-making, triage, and
evaluation. Depending on the nature of the care provided, patients should have access to the latest
technology, expertise, and experiences. Collaboration with educational institutions further facilitates the
development of skilled healthcare workers, while clinical research and trials benefit from such
partnerships. Healthcare organizations support research by providing informants, samples, and other
resources, while research institutions contribute methodologies and tools. In these collaborations, the
secure exchange of patient data, consent, and evidence, as well as payment processing, is necessary.

Data integrity and access control are paramount to ensuring the confidentiality of patient
information and securing data exchanges. Effective access management fosters trust between data owners
and institutions, with the server playing a critical role in defining and enforcing access policies [30].
Interactivity, which allows various information systems and devices to connect and share data across
organizational boundaries, is crucial for improving individual and collective health outcomes. The
provenance of healthcare data, specifically Electronic Health Records (EHRs), enables better tracking and
validation of information, thereby enhancing trust in the system. As Courtney and Ware [31] highlight, data
integrity refers to the alignment of data with expected quality standards, and the extent to which data meets
the required quality defines its integrity. At present, healthcare organizations are increasingly reliant on
data requests from research institutes [32]. Unauthorized data sharing and theft undermine public trust in
the healthcare system, with malpractice further eroding confidence. To address these concerns,
blockchain’s decentralized nature can ensure secure data sharing, integrity, and access control without the
need for third-party intermediaries, thereby reinforcing trust among stakeholders.

Types of Blockchain in Healthcare System: Public, Private, and Consortium

Blockchain networks connect nodes to validate transactions within the system, with various types
of blockchain protocols based on node familiarity and network permissions. Authorized blockchains, such
as Ripple [33] and Hyperledger Fabric [34], involve participants who are already known within the
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network. Public blockchains, exemplified by Bitcoin [35] and Ethereum [36], are open networks where
anyone can join and become a member, providing decentralized data transfer capabilities within a peer-to-
peer (P2P) network. This decentralized structure significantly reduces the costs associated with
arbitration, modification, and system maintenance. Despite these advantages, public blockchains often face
scalability challenges [37].

Public Blockchain

A public blockchain is an open network that allows anyone to access and participate in the system.
Members can engage in the consensus process through mechanisms like proof of work embedded in smart
contracts. The goal of public blockchains is to eliminate centralized control, ensuring decentralization
through the use of P2P blocks and the Merkle hash cryptography tree. Transactions are synchronized across
all nodes, and any participant can become a node, providing them with blockchain files. However, the energy
consumption of public blockchains increases with the number of connected nodes, as substantial power is
needed to validate transactions [38].

Private Blockchain

Private blockchains are restricted to authorized participants, with data access and transaction
verification requiring permission. Unlike public blockchains, which operate under a decentralized system,
private blockchains do not offer the same level of decentralization. While private blockchains can achieve a
high degree of expertise in transaction validation, they are less flexible in terms of access, as only authorized
entities can participate in transaction verification [39].

Consortium Blockchain

Consortium blockchains represent a hybrid model that blends elements of both public and private
blockchains. They are partially decentralized, with pre-selected nodes performing data transactions in both
private and public blockchains. This model combines the trusted entities of private blockchains with the
openness of public blockchains, though strong encryption is required to secure transactions. While
consortium blockchains offer a balance between reliability, legitimacy, and decentralization, they still face
challenges in ensuring flawless operation across all participants [40][41].

Blockchain Integration in Healthcare Information System:

Blockchain technology, originally designed for cryptocurrency transactions, has gradually found
significant applications across various industries, including healthcare. Its potential to revolutionize the
healthcare sector stems from its ability to enhance data security, improve patient privacy, streamline
operations, and provide better interoperability between different healthcare systems. Integrating
blockchain into healthcare information systems could address several long-standing challenges, such as
data breaches, inefficiency in administrative tasks, and difficulties in managing patient records across
disparate organizations. One of the most notable advantages of blockchain in healthcare is its capability to
provide secure and immutable records. Blockchain operates on a decentralized ledger system, where each
transaction or data entry is encrypted and linked to previous entries, forming a chain of blocks. Once data
is entered into the blockchain, it cannot be altered or deleted without the consensus of the majority of
network participants. This feature significantly reduces the risk of data manipulation and unauthorized
access, which is a growing concern in healthcare, where sensitive patient data is frequently targeted by
cyberattacks. Moreover, blockchain technology offers greater transparency in data sharing. In healthcare,
numerous stakeholders, including doctors, hospitals, insurance companies, and patients, need access to
health data at various stages of care. Traditional systems often face challenges in maintaining the integrity
and privacy of data while ensuring that the right people have access to it. Blockchain’s decentralized nature
means that only authorized parties have access to specific data, and all transactions are recorded
transparently, offering an auditable trail of actions taken. This ensures that patients have control over their
personal health data and can give or revoke access to authorized entities at any time.
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The integration of blockchain into healthcare systems can also improve data interoperability, which
is a significant issue in the sector. Health data is often stored in siloed systems, making it difficult to share
and access crucial information. The lack of standardization in data formats and protocols further
exacerbates this challenge. Blockchain’s ability to create a unified, distributed ledger accessible to all parties
involved could enable seamless sharing of patient information across different institutions, regardless of
the underlying technologies they use. This could facilitate better coordination of care and lead to improved
patient outcomes, especially in emergency situations where rapid access to comprehensive health records
is crucial. Additionally, blockchain can address issues related to medical supply chain management.
Counterfeit drugs and medical supplies are a significant concern in healthcare, as they can lead to serious
harm and even fatalities. Blockchain’s ability to track and authenticate products from their origin to their
end-users can help reduce the prevalence of counterfeit goods. Each stage of the supply chain, from
manufacturing to distribution, can be logged into a blockchain, providing a transparent record that can be
accessed by authorized entities. This enables stakeholders to verify the authenticity of products and ensure
their safety before they reach the patient.

In the context of clinical trials, blockchain could also play a critical role. Clinical trials often face
challenges related to data integrity and transparency, with issues such as selective reporting and data
tampering. Blockchain can provide an immutable record of trial data, ensuring that the information
collected throughout the process remains unchanged and transparent. This can foster trust in the results of
clinical trials and encourage more participation from both patients and researchers. Moreover, blockchain
can enhance the management of consent in clinical trials. Patients can give or withdraw consent for
participation through secure blockchain-based systems, ensuring that their rights are protected throughout
the research process. Despite its numerous benefits, integrating blockchain into healthcare systems comes
with its challenges. One of the main obstacles is the need for regulatory alignment. Healthcare is a highly
regulated industry, and any new technology, including blockchain, must comply with existing laws and
standards, such as the Health Insurance Portability and Accountability Act (HIPAA) in the United States.
Regulations surrounding the use of blockchain for patient data must be clear and standardized to ensure
that the technology can be adopted safely and effectively. Additionally, the implementation of blockchain
systems requires significant investment in infrastructure and training, which could be a barrier for smaller
healthcare organizations or those with limited resources.

Furthermore, while blockchain offers enhanced security, it is not completely immune to
vulnerabilities. The security of the blockchain network itself relies on the consensus mechanism and the
ability of the network participants to maintain integrity. If a large proportion of the network is
compromised, there could be potential risks to the data stored on the blockchain. Therefore, careful
attention must be paid to ensure that blockchain networks are secure and that appropriate safeguards are
in place to prevent attacks. Another challenge is the scalability of blockchain solutions. Blockchain
networks, especially those using proof-of-work consensus mechanisms, can be energy-intensive and may
struggle to handle the vast amounts of data generated by healthcare systems. The current limitations of
blockchain in terms of transaction speed and cost need to be addressed before it can be fully integrated into
large-scale healthcare information systems. Solutions such as the use of hybrid blockchain models or the
development of more efficient consensus algorithms may help overcome these challenges.

Despite these challenges, the integration of blockchain into healthcare holds immense promise. As
the technology continues to evolve, its potential to improve the efficiency, security, and interoperability of
healthcare information systems will become more apparent. By addressing the concerns related to
scalability, regulatory compliance, and security, blockchain can be transformed into a valuable tool for the
healthcare industry. The ongoing research and pilot projects in blockchain applications in healthcare show
that the industry is moving towards adopting this transformative technology, paving the way for a more
secure, efficient, and patient-centered healthcare ecosystem. In conclusion, blockchain has the potential to
significantly improve healthcare information systems by enhancing data security, transparency, and
interoperability. Its ability to securely store and share health records, track the supply chain, and ensure
data integrity in clinical trials can revolutionize the way healthcare is delivered. However, challenges such
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as regulatory compliance, scalability, and security must be addressed before blockchain can be fully
integrated into healthcare systems. With ongoing advancements, blockchain may become a cornerstone of
the future healthcare ecosystem, providing safer and more efficient care for patients.

Conclusion:

The integration of blockchain technology into healthcare systems offers a transformative approach
to managing patient data, ensuring security, and improving efficiency. Traditional healthcare systems face
numerous challenges, particularly in handling vast amounts of sensitive information across a range of
stakeholders, including patients, healthcare providers, and administrators. Blockchain’s decentralized
nature enables secure, transparent, and efficient sharing of health data, addressing many of the
inefficiencies and trust issues inherent in current systems. A significant advantage of blockchain is its ability
to ensure the privacy and integrity of patient data. Through cryptographic techniques and consensus
algorithms, blockchain allows for the secure sharing of medical records among authorized parties without
the need for intermediaries. This transparency not only enhances trust between patients and healthcare
providers but also ensures that data is tamper-proof, preventing unauthorized modifications. Furthermore,
the implementation of Distributed Data Storage Systems (DDSS) in blockchain networks resolves concerns
regarding the scalability and storage of large data volumes, ensuring fast and efficient access to health
records. Blockchain’s impact on healthcare extends beyond data management. It has the potential to reduce
administrative costs, improve supply chain management, and streamline processes such as medical billing
and insurance claims. By eliminating inefficiencies and reducing reliance on intermediaries, blockchain can
significantly lower the operational costs of healthcare systems. Moreover, it facilitates real-time updates
and tracking of patient data, enhancing decision-making and patient care. However, there are challenges to
blockchain integration, including technical barriers, regulatory hurdles, and the need for widespread
adoption across healthcare systems. Despite these challenges, the growing interest in blockchain
applications by healthcare stakeholders indicates a promising future for the technology. By fostering more
secure, efficient, and transparent systems, blockchain can help address many of the pressing issues facing
modern healthcare, ultimately improving patient outcomes and the overall healthcare experience. Future
research should focus onz refining blockchain frameworks, addressing interoperability issues, and
exploring additional applications in the healthcare sector.
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