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Abstract

Background: Syndromic surveillance systems have emerged as critical tools for monitoring communicable
infectious diseases, leveraging data from diverse sources, including social media platforms. This review
examines recent advances in syndromic surveillance, focusing on the integration of real-time data and
machine learning techniques to enhance disease detection and public health response.

Methods: A comprehensive literature review was conducted, analyzing publications from 2010 to 2023
found in databases such as ACM Portal, IEEE Xplore, Science Direct, and PubMed.

Results: The findings reveal that syndromic surveillance systems increasingly utilize social media data to
identify disease outbreaks faster than traditional methods, which often rely on clinical diagnoses that can
introduce significant delays. Machine learning algorithms, particularly natural language processing, have
improved the accuracy of data analysis and disease prediction. Results indicate that Twitter is the most
frequently utilized platform for health-related data collection, and supervised machine learning
approaches, especially the Support Vector Machine (SVM), demonstrate superior performance in classifying
health-related tweets. This review highlights the effectiveness of syndromic surveillance systems in
providing early warnings for various health threats, including influenza and other infectious diseases.

Conclusion: The study concludes that the integration of social media and machine learning into syndromic
surveillance represents a promising evolution in public health monitoring, enabling quicker and more
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efficient responses to emerging health threats. However, challenges such as data noise, misinformation, and
privacy concerns remain significant barriers to the effective implementation of these systems.
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1. Introduction

Syndromic surveillance systems are designed to gather data that facilitates an overview of all
communicable infectious illnesses. These systems may differ based on the data source, intended length, and
methods of data recording and acquisition. These systems may use conventional data and real-time
information from diverse social media sites. In healthcare, these systems often emphasize the early
detection of sickness clusters and the symptomatic phase before to the confirmation of a specific disease
by any clinical unit or laboratory, facilitating a swift reaction. Surveillance systems often focus on the
systematic collecting, analysis, and interpretation of data, as well as the detection, confirmation, and
reporting of diseases, while also addressing public health responses. Objectified definitions, algorithmic
diagnostics, and electronic databases have enhanced the user-friendliness and efficacy of surveillance
systems throughout time [1]. Conventional biosurveillance depends on clinical interactions to gather data,
a method that is labor-intensive. Furthermore, conventional pandemic monitoring mostly relies on manual
procedures, resulting in a delay of one to two weeks in the accessibility of data derived from clinical
diagnoses [2,3].

In recent years, the emergence of web-based data sources has augmented conventional surveillance
methods and has consistently enhanced infectious disease monitoring by offering real-time information
and lowering public health costs. It is noteworthy how swiftly occurrences may be identified in real-time
with internet-based surveillance data, since an average individual's social media post has resulted in a
significant surge in public participation with skin cancer prevention [6]. In addition to its many
applications, the function of monitoring social media warrants examination in the context of healthcare
decision-making. The early identification of illnesses and prompt public health interventions have
necessitated the development of novel methodologies and technologies to enhance the efficacy of
conventional syndromic monitoring systems. Numerous research papers and articles have emerged that
analyze different surveillance systems using social media data [5,9-18]. These publications have addressed
the applications, technologies, algorithms, data sources, and their assessment. To the best of our knowledge,
a current study of surveillance systems in the health informatics sector using social media is unavailable.
This article reviews recent machine learning technologies and methodologies, highlighting problems and
prospects in the field.

2. Method

This research examines social media-based monitoring systems that use machine learning techniques to
forecast diseases in real-time or near real-time. The criterion for selecting research publications were those
published between 2010 and 2023. The following scientific databases were examined to compile a complete
bibliography of research publications concerning social media-based surveillance systems in the healthcare
sector: ACM Portal, IEEE Xplore, Science Direct, and PubMed.

3. Machine learning techniques used by surveillance systems for analyzing social media data

In recent years, machine learning has garnered significant interest, particularly in the analysis of patterns
within pictures or raw data. Bates [19] discussed how advancements in machine learning enable
epidemiologists to analyze extensive digital datasets. Mike and Daniel [11] examined the integration of
natural language processing and machine learning with social media platforms to facilitate the study of
large datasets for population-level mental health research. Among several methodological variants of
machine learning, some architectures exhibit notable appeal. We observed that the accuracy of the k-
Nearest Neighbor (k-NN) classifier surpassed that of many other machines learning classifiers, including
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NBM Modal, NB, and SVM [20], in categorizing tweets into two classes: actual instances of allergies or
awareness tweets.

Lee et al. [21] demonstrated that optimal text classification performance was achieved using the
Multinomial Naive Bayes model, yielding an F-measure of 0. 811 in comparison to other classifiers,
including Naive Bayes (NB), Random Forest (RF), and Support Vector Machine (SVM). The author [22]
demonstrated a model using a multilayer perceptron with a backpropagation algorithm on Twitter data to
forecast the weekly incidence of ILI among the US population. Various supervised machine learning
algorithms were examined for identifying personal health experience tweets and used the deep gramulator
method to enhance accuracy when tested on separate datasets [23].

Unsupervised classification algorithms do not need labeled datasets for output prediction, unlike
supervised algorithms. Consequently, unsupervised classification approaches seem to be a more appealing
option for text analysis; nonetheless, they may pose more challenges in attaining comparable accuracy to
supervised methods. Similar observations may be seen when Sousa et al. [24] conducted the categorization
of tweets using both supervised and unsupervised methodologies. They found that topic modeling (LDA),
an unsupervised approach, offers less control over topic material than a standard classifier, especially in a
naturally noisy media channel. Consequently, Multinomial Naive Bayes, a supervised classification method,
was used for categorizing Twitter material. The extensive use of machine learning algorithms for the
analysis and differentiation of health-related social media data encompasses [20,21,23,25].

4, Prevalent social media data repositories for data acquisition

Due to a substantial rise in social media users sharing information, researchers are more motivated to
examine social media activities for public health objectives. Furthermore, social media may include a range
of subjects beyond those addressed by conventional public health data sources. Social media has become a
viable medium for health communication [10,26-28]. While several studies have questioned the efficacy of
social media data in epidemic detection, the analysis of social media material for healthcare information
has garnered significant attention [29-33]. To monitor and predict health occurrences, [34] emphasizes the
critical need of using social media data sources when sending epidemic outbreak alerts via Facebook or
Twitter to reach a broader public audience promptly. Consequently, social media postings and internet
search patterns may serve as valuable sources of information on health epidemics.

Twitter is a prominent micro-blogging platform that allows registered users to submit tweets or retweet
content, which may be accessed by unregistered users. Twitter, with over 300 million monthly active users,
has emerged as a dependable and rapid platform for assessing illness prevalence across a community. Kwak
et al. [35] researched to investigate the potential of Twitter as a novel information-sharing platform. Given
that social media posts from Twitter have emerged as a dependable and rapid means to assess illness
prevalence among a community, it is imperative to devise effective and efficient methodologies for
processing and analyzing health-related tweets. Typically, factors such as location, volume, time, and public
perceptions are taken into account for disease monitoring.

A recent study [14] used data gathered from Twitter to extract insights throughout several outbreaks that
proved beneficial for many health organizations. Bosley et al. used a set of seven phrases to aggregate over
60,000 tweets, then analyzed and categorized them with an emphasis on cardiac arrest and resuscitation
[36]. To facilitate the early identification of influenza activity, [37] suggested a model using real-time
Twitter data streams and U.S. information. Historical statistics from the Centers for Disease Control and
Prevention (CDC) to predict future influenza activity. Lee et al. [21] investigated the activities related to
allergies. They gathered tweets that referenced allergies. A natural language processing methodology is
used [38] to analyze Ebola-related tweets, focusing on four primary issues derived from clusters of
keywords: risk factors, preventative education, illness patterns, and compassion. An unsupervised
technique was used [13] to categorize vector-represented tweets into clusters of analogous terms. The
tweet is thereafter categorized as either disease-related or unrelated according to the similarity metrics of
the clusters.

2928

https://reviewofconphil.com



El-bathy et al. [39] suggested a surveillance lifecycle architecture using an innovative evolutionary
algorithm to efficiently extract pertinent data from large online datasets at reduced costs. Health issues,
including respiratory, gastrointestinal, and heat-related illnesses, and influenza-like disease symptoms,
were identified among the populace during large gatherings via Twitter [40]. Twitter data has been utilized
to investigate various public health incidents, including allergies, mosquito-borne diseases, dengue,
influenza, HI1N1, and other diseases.

Instagram is a picture and video-sharing platform established in 2010, boasting over 800 million registered
users. Guidry et al. [41] analyzed Ebola-related social media postings on Twitter and Instagram, revealing
that Instagram may serve as an effective medium for communication and public engagement during global
health emergencies. Research has also investigated Zika-related posts on Instagram [42]. Instagram, as a
platform for sharing photos and videos, offers picture and video data that may serve as a valuable resource
for disease monitoring.

Crowdsourcing is a method whereby a substantial, unspecified collective of volunteers or part-time workers
contributes services, ideas, or material via a flexible open invitation [43]. A diverse assembly of individuals
with differing levels of expertise and experience often collaborates towards a shared objective. Prominent
crowdsourcing approaches include Google Consumer Surveys, Amazon Mechanical Turk, and specialized
websites. EO et al. [44] examined the influence of reviews on food service on Yelp.com, a business review
platform, on foodborne disease surveillance initiatives, and noted that online illness reporting might
enhance conventional surveillance methods. Lwin et al. [45] have aggregated crowdsourced data on
mosquito bites, symptoms, and potential breeding places, subsequently reporting this information to assist
health authorities in providing early warnings of dengue epidemics. A solution that integrates
crowdsourcing with text classification techniques was developed to monitor disinformation about the Zika
virus on Twitter [46,47].

5. Disease prediction based on syndromic surveillance

Syndromic surveillance has developed into a viable instrument for forecasting epidemics for public health
objectives by using data collected from diverse sources before the availability of clinically validated
information. The objective is to reduce the dispersion throughout the population and implement
preventative measures. In recent years, social media data has been extensively used to assess illness
prevalence and identify disease outbreaks. This data might aid public health professionals in the early
identification of epidemics compared to conventional approaches. The data typically consists of self-
reported symptoms. Research indicates that monitoring systems in healthcare can forecast illnesses
relevant to public health issues. Twitter data served as a mechanism for early warning and epidemic
identification, facilitating predictions for syphilis, swine flu, TB, influenza, and Ebola [48,49]. Research
conducted in the Philippines examined the prevalence of dengue and typhoid illness in a specific area [29].
Additionally, another research [41] indicates that monitoring systems have used social media data for
illness detection.

6. Assessment of illness magnitude during a certain duration

Surveillance systems may be used to assess the extent of the issue. Planning, resource allocation, therapies,
and prevention may be executed by forecasting future illness levels. The analysis from monitoring systems
is valuable for assessing the disease's progression over time, allowing for informed evaluations. Event-
based surveillance is the rapid and systematic collection of data on incidents that pose potential risks to
public health. The data may originate from several Internet sources, including media reports, online
discussion forums, regular reporting systems, personal information, or hearsay. In the context of an online
forum, an event is defined as an overabundance of news submissions. The importance of the event is
commensurate with the volume of discussions around it.

Consequently, the impact of the event may be seen in subject dispersion by the volume of postings related
to the issue. When the volume of posts on a subject exceeds the typical amount, it is reasonable to anticipate
that an event is occurring at that moment. Notable instances of event-based monitoring systems include
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HealthMap, which monitors health-related news, and EpiSPIDER, among others. The use of social media for
public health intelligence monitoring to enhance situational awareness of possible health concerns and
assist surveillance efforts has significantly increased in recent decades [14]. The research examined the
Zika virus pandemic using a Twitter corpus. Thapen et al. [50] introduced DEFENDER, a software system
capable of detecting possible health incidents by monitoring Twitter streams and then presenting the
created events to users via a Front-end Ul

Surveillance systems in healthcare may assess social media users' responses to health promotion messages
or events. Tran and Lee [51] collected 2 billion geotagged tweets in 90 languages from Twitter between
August 2014 and December 2014 to analyze civilian responses to Ebola. Further research gathered Twitter
data to convey feelings during various phases of a public health emergency [50]. Choi et al. [52] examined
the correlation between mass media and emotional public responses during the nationwide MERS epidemic
in Korea in 2015. Seltzer et al. [42] posited that public opinions might be articulated via Instagram and
highlighted issues pertinent to public health. Further research [53] indicated the inclination of Twitter
users to disseminate information on the Zika virus, including symptoms, narratives of pregnant women
afflicted with Zika, and concerns of expectant parents.

Furthermore, Gaspar et al. [54] showed that the amplification of public responses on Twitter during the
2011 EHEC/Escherichia coli epidemic in Europe had significant political and economic repercussions. Liu
et al. examined variances in reactions to various disease outbreaks by investigating public search behavior
[55]. In a separate investigation, Fung et al. analyzed social media data to understand Chinese individuals'
responses to various epidemics [56].

Upon detection of the incident, surveillance technologies may be used to assess the public's knowledge and
perception of health events. Sentiments expressed by users on social media in an epidemic scenario indicate
their knowledge, attitudes, and perceptions. Social media facilitate the dissemination of public attitudes,
ideas, and reactions during epidemics [57]. The significant uncertainty surrounding Zika may drive users
to social media for crucial information and has also contributed to the establishment and dissemination of
conspiracy theories [58,59].

7. Monitoring misinformation

The capacity of social media to disseminate information in real time also facilitates the rapid spread of
disinformation among individuals during an ongoing pandemic, which might elicit serious consequences.
Nonetheless, to our knowledge, there has been no study on the detection of disinformation about such
events, with just a few academics addressing the pervasive misinformation disseminated on social media
platforms. Ghenai and Mejova [46] used machine learning methodologies to monitor disinformation about
the Zika infection on the Twitter network. A separate research [12] investigated methods to rectify
misconceptions about the measles vaccine by analyzing the responses of two social media groups.
Subsequently, they investigated the impact of rectifying the misinformation on users who responded to the
measles vaccine. Research [60] investigated fraudulent medical news on social media. Further research
using YouTube data revealed that the dissemination of both factual content and conspiracy theories
occurred comparably, which was a significant finding for health organizations. To combat the proliferation
of disinformation, more scrutiny is necessary about the material disseminated on YouTube and other
internet platforms. Separate research examined 1,680 microblog postings and found that over 20%
included incorrect information. To address the deficiency in how health organizations should elicit
responses and rectify misinformation, Hagg et al. [32] indicated that the risk of misrepresentation may
impede the use of social media data in healthcare.

8. Constraints and obstacles of monitoring systems based on social media

An issue encountered during data collection is noise. The data gathered from social media platforms may
include information that is extraneous to the goal. Data about sickness terminology has little correlation to
health. A significant volume of flu-related activity may stem from postings including the keyword “Irish Flu.”
Regrettably, users may sometimes post a status indicating illness, leading to unfounded suspicions of
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infection. Thus, misleading information might affect illness management within the public health
department. To mitigate data noise, fundamental text processing techniques like as feature weighting,
tokenization, stemming, and frequency-based algorithms are available; nevertheless, further training is
necessary to get useful data for further analysis.

A further problem related to social media data is its verification. The use of unauthorized data from social
media may result in issues related to standardization, verification, and control [61]. Bodnar and Salathé
concentrated on verifying the ground truth linked to a substantial volume of diverse social media data [62].
The dataset is a fundamental element in the development of predictive models. The efficacy of the
prediction models is significantly contingent upon the dataset. The dataset for the predictive models
comprises historical information, training data, and testing data. A substantial volume of training data is
necessary to develop forecasting models, together with testing data for the valid evaluation of predictions
derived from the model training. Therefore, the accuracy of data is equally crucial as the quantity and
quality of data from trustworthy sources [63].

A further difficulty associated with social media-derived statistics is diminished trust. Research [64]
indicates that government websites are a more reliable source of vaccination information than social media.
The quality of online health data is inconsistent. Numerous social media data analysis techniques may
reveal spikes indicative of significant occurrences; however, they may represent fear rather than actual
instances of a disease epidemic. Additionally, users may claim to have influenza when they have a normal
cold, or individuals could discuss illnesses due to heightened media sensationalism. The research discusses
conspiracy theories about the Zika virus epidemic on Reddit during a public health catastrophe [65]. Such
activities contribute to the diminished faith in internet data. Additional training is necessary to adjust the
categorization algorithms to avert this problem.

While data such as location, username, follower count, and user profiles can be aggregated alongside tweet
content, demographic details like age, gender, and race are challenging to ascertain from tweets,
complicating the identification of individuals discussing the outbreak and the targeting of public health
initiatives. Among the few research that has examined user profiles, it was observed that males generated
a higher volume of Facebook comments per individual compared to women. Another bias is that younger
individuals constitute the predominant demographic of social media users. The bias is significantly
corroborated by the finding that social media statistics are mostly derived from active users, who are often
young people, well-educated, and possess substantial money. This article used machine learning
approaches to demonstrate that sociodemographic characteristics significantly influence the reporting of
disease-related postings on social media. Consequently, social media users are not deemed representative
of the whole population [66]. Any result derived from social media data omits those who do not use these
platforms, likely including the most susceptible segments of the population, as well as those who often
choose not to disclose their health issues publicly. It may also be inferred that those experiencing pain,
illness, advanced age, or disabilities are less likely to be active users.

Language constitutes an additional bias influenced by the demography of a group. Many studies concentrate
on a single language (English), even though the core of the epidemic/event is located in a nation where
English is not an official language [67]. Limited studies have shown research using languages other than
English for illness monitoring. For example, Ilyas [68] has spatially categorized illness names in tweets in
both Arabic and English. Furthermore, the study noted that tweets in English constituted a minimal
proportion. Their methodology was validated by a strong association between the actual incidence of
MERS-Coronavirus illnesses and disease-related tweets in Arabic.

There is an ongoing discourse on ethical considerations in data retrieval from social media, particularly
concerning the privacy of datasets amassed for health-related objectives [69,70]. Despite the public
accessibility of social media data, individuals may prefer that their postings or information not be used for
research purposes. Hosts of social media platforms must take into account users' privacy expectations,
including diagnoses derived from public data and apprehensions around algorithms that disclose implicit
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user demographics. Only a limited number of research [71,72] have shown interest so far. Consequently,
there is an expanded opportunity to contemplate privacy while researching social media data.

While communication via social media facilitates the retrieval of healthcare information, it poses challenges
with the semantic interpretation of language. Social media writings are characterized by informality and
ambiguity; hence, just matching keywords may fail to capture their semantic meaning, leading to
incomplete results. Limsopatham and Collier [73] have examined and investigated this problem.

9. Conclusions

Among all the social media sites examined in the chosen articles, Twitter (64%) emerged as the most
frequently searched medium. Furthermore, SVM (33%) was the predominant classification approach
among all recently used machine learning classifiers. Furthermore, it was noted that SVM emerged as the
best effective classifier for binary classification tasks. This research intends to examine contemporary
developments in surveillance systems that use social media and machine learning algorithms within the
domain of public health. We have observed that social media-based surveillance systems exhibit advantages
over conventional surveillance methods. We have also examined the use of dynamic social media data to
enhance monitoring systems in public health. Furthermore, the issues outlined in this work are anticipated
to catalyze the development of novel technologies and enhanced capacities for public health research.
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